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At Sisal we believe in an ethical approach
to business, in a set of behaviours and
values that determine an individual’s con-
duct within and towards the community.

Sisal’'s conception of Business Ethics
rests on three pillars:

Business Ethics Community Environmental impact

Data Ethics: meaning the adop-
tion of fair and honest practices in
terms of procedures, types and pur-
poses of personal data collection
and processing, as well as max-
imum transparency in dealing with
our customers.

Business Integrity: meaning the
way Sisal and its employees act,
which is in compliance with the
law and regulations and inspired
by the principles of legality, loy-
alty, fairness, transparency and
responsibility.

Security: meaning respect for the
confidentiality, integrity and avail-
ability of IT infrastructure and
systems.

Business Ethics Week
Every year, Sisal organises a Business Ethics Week (in

2022 entitled “We Are Aware”) featuring compliance training
and awareness raising initiatives. Activities include the organisation of
gamification initiatives, theme quizzes and webinars aimed at the entire
corporate population. The 2022 Business Ethics Week focused on privacy

and data ethics, whistleblowing and the Code of Ethics, information security,
HSE and relative ISO certifications, anti-corruption and conflict of interest.
98% of respondents to the event survey said they found the initiative useful
and effective, while 89% said they had felt engaged throughout the week. The
initiative was also successful in terms of the access rate to the daily posts
(58% of the company population) and high participation in the webinars.
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Business
Integrity

Combating Corruption

In full compliance with the law, regula-
tions and all the provisions of interna-
tional standards and guidelines, Sisal
Group is committed to preventing and
combating the occurrence of offences
in the conduct of its activities and has
adopted business integrity as one of its
primary values, through which it sends
out messages of loyalty, fairness, trans-
parency, honesty and integrity.
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In this context, corruption is an intoler-
able obstacle, so we are duty bound to
actively contribute to the fight against
corruption and conflict of interest. To this
end, Sisal has put in place a set of rules,
models, checks and training and commu-
nication measures.
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Business Ethics Community

Models and tools

Adoption
and diffusion of
the Code of Ethics,
which expresses the
principles of conduct to
which all Sisal personnel

Adoption
and diffusion of
the Anti-Corruption
Policy, which defines
Sisal’s commitment to
achieving anti-corruption

Annexes

Environmental impact

and all stakeholders

should adhere

Adoption
of Model 231,
which defines the
set of rules and internet
organisation procedures to
prevent the commission of
offences, including
corruption

Creation
of a protected
reporting
channel to use for
every suspected act of
corruption (attempted,
proven, alleged)

Training,
information

Strengthening
of the internal
control system

with specific measures
to prevent, combat and
identify acts of external

and internal

corruption

Adoption
of rules that
ensure
protection for
whistleblowers

objectives

Adoption
ofa
Supervisory
Board
to oversee the suitability
and implementation
of the Organization,
Management and
Control Model

Creation of
the Corruption
Prevention
Function, with the task
of supervising and ensuring
the implementation and
operation of the
corruption prevention
management system

Provision
of specific

and communication
of the measures
implemented by
Sisal, areas for
improvement
and reporting tools
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sanctions targeting
violations of the control
system for preventing and
combating corruption



Sisal overview

Sustainability performance Annexes

Responsible Gaming Working environment

All Sisal people are responsible for com-
plying with anti-corruption law: all em-
ployees are therefore constantly involved
in training and communication initia-
tives, and all the relevant documents are
easy to access via the company’s web-
site and intranet portal.

Sisal is also the first company in the
gaming industry in Italy to have ob-
tained 1SO 37001:2016 certification
(anti-bribery management systems),
which is designed to mitigate risk re-
lating to corruption (active or passive, at-
tempted or committed, public or private).
This certification is issued by an inde-
pendent third party and identifies a man-
agement standard to help organisations
combat corruption by fostering a culture
of integrity, transparency and conformity.
Under its corruption prevention man-
agement system, Sisal employs spe-
cific instruments that have been up-
graded (such as due diligence) or newly
introduced to satisfy legal requirements
(such as the Corruption Prevention Con-
formity function). All this testifies to and
strengthens the internal control system,
ensuring it is in a position to manage and
limit the risk of “mismanagement”, which
not only causes economic harm, but also
and more importantly damages the com-
pany’s reputation. People engaged in ac-
tivities that are sensitive and exposed to
significant risks are identified and given
special training.

Conflict of interest
management

Conflict of interest means any situation
in which there is a conflict between the
expectations, interests or advantages of
an individual (e.g. an employee) on one
hand and the expectations, interests or
advantages of Sisal on the other, which
may affect the individual’'s capacity to
make decisions and carry out their tasks
impartially and effectively.

Sisal has policies and procedures in
place to guarantee the communication,
identification, management and moni-
toring of conflicts of interest, whether po-
tential or actual.
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In this context, Sisal:

has a Corruption Prevention Con-
formity Function (CPCF) which also
monitors, records and manages con-
flicts of interest, as well as reporting
any critical conflicts of interest iden-
tified to the CEOQ;

provides instructions to all those
who have relations with the com-
pany (such as members of the board
of directors, board of statutory audi-
tors and supervisory board, all em-
ployees whether on open-ended or
fixed-term contracts, interns, tempo-
rary personnel and similar and third
parties in general in negotiation rela-
tionships) on how to follow the com-
pany’s procedures for reporting any
situation which may, even only po-
tentially, generate a conflict of in-
terest, mitigating the situation of an
identified conflict and/or signalling
any inadequacy in Sisal's proce-
dures in this area.

Respect for human rights
and non-discrimination

Sisal has adopted a Human Rights &
Anti-Discrimination Policy in line with
major international agreements such
as the Universal Declaration of Human
Rights, the International Labour Organi-
zation’s declaration on fundamental prin-
ciples and rights at work and the princi-
ples of the UN Global Compact. Sisal’'s
policy applies to all its employees, re-
gardless of country and contract.

We advocate the principles of diver-
sity, equity and inclusion and the right
to working conditions that respect the
individual and their dignity, guaranteeing:

basic human rights, a minimum
and fair salary, sustainable working
hours and conditions, full access to
workplaces and tools, exclusion of
underage labour (by checking age
before hiring) and forced labour;

the physical and psychological integ-
rity and individuality of all persons;
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exclusion of all forms of behaviour
entailing harassment or discrimi-
nation regarding gender, age, disa-
bility, nationality, sexual orientation,
ethnic background, religion, political
opinions and any other forms of indi-
vidual diversity;

freedom of expression, the right to
participate in organisations that de-
fend and advocate the interests of
the individual, and the right to rep-
resentation by trade unions or other
bodies elected in compliance with
current law and practice in the var-
ious countries in which we operate.

To this end we have special listening
channels in place, from whistleblowing
and grievance mechanisms to periodical
surveys (DE&l, NPE, Culture), but we
are in any case aware that the absence
of whistleblowing reports does not mean
there are no potential problems and we
therefore work proactively to anticipate
specific needs and risk situations.

Whistleblowing

The management and all Sisal em-
ployees are encouraged and obliged
to report any behaviour, including omis-
sion, that is or might be an infringement
or incitement to infringe laws and reg-
ulations or the values and principles
set out in Sisal’s Code of Ethics and
Conduct, Model 231 and policies and
procedures.

All Sisal personnel receive specific
training and regular updates on what
can be reported and through which
channels. Employees and external sub-
jects can also use Speak Up!, a whis-
tleblowing platform available in all the
languages spoken in the Group*® and
managed by a third party organisation to
ensure independence.

Innovation

Business Ethics Community Environmental impact

Further, to strengthen trust and partici-
pation in the fight against illegal conduct,
Sisal makes it possible to report be-
haviours associated with internal fraud,
mistreatment of employees (e.g. dis-
crimination, mobbing, harassment, re-
taliation), occupational health and
safety irregularities, bribery, conflict
of interest, falsification of documents,
misuse of company assets (e.g. illicit
use of company assets or information) or
breaches of privacy, IT security, fiscal
integrity of the organisation, etc*.

Whatever whistleblowing channel is
used, the identities of the reporting
and reported parties are always guar-
anteed protection and confidentiality
by processing their data in accordance
with the law and any other useful meas-
ures adopted. Sisal accepts anony-
mous reports.

At the same time, Sisal forbids and pun-
ishes acts of retaliation or discrimination
against the whistleblower, whether direct
or indirect, for any reasons directly or indi-
rectly connected with the whistleblowing.

In 2022, Sisal received 47 reports, of
which 4 relevant to legislative decree
231 (mainly infringement of the Code
of Ethics and company procedures — 2
closed and 2 still ongoing). There were 44
signed reports (sent to 3 whistleblowing
addresses) and 3 anonymous ones on
the new platform. Only one report led to
disciplinary proceedings against Sisal
employees.

3 The platform is available via the following link: https:/sisal.integrityline.com/frontpage.Reports may also be sent by post

to: “Servizio Segnalazioni” Via Ugo Bassi, 6 - 20159 Milano.

34 Reports will not be considered if found to be false, either deliberately or through gross negligence, groundless and/or
submitted for the sole purpose of harming the reported party or referring to situations of an exclusively personal nature
and beyond the bounds of the law. In more serious cases (e.g. a deliberately false report), the whistleblower’s conduct

may lead to disciplinary proceedings.

Sustainability Report 2022

103



Sisal overview

Sustainability performance Annexes

Responsible Gaming Working environment

Combating money
laundering and the funding
of terrorism

Ensuring effective and timely monitoring
of the adequacy of its systems for pre-
venting and combating illegal gaming,
money laundering and funding of ter-
rorism is a priority at Sisal. That is why
it has a comprehensive system of poli-
cies and procedures in place for the en-
tire Group. The Group policy defines the
structure and organisation of the Group
Anti-Money Laundering Function and its
responsibilities, roles and tasks, as well
as the general rules that all the Italian
companies and foreign subsidiaries must
comply with in order to prevent money
laundering and funding of terrorism. The
Policy is then articulated in individual
procedures and operating instruc-
tions specific to the various separate en-
tities, also with regard to national charac-
teristics and requisites.

In line with the risk-based approach
and to fulfil the relevant legal obligations,
Sisal carries out adequate monitoring
using automated systems devel-
oped in-house on the basis of indus-
try-specific know-how and databases
provided by external providers. Such
systems make it possible, among other
things, to carry out thorough reputa-
tional screening of players and the own-
erships of retail network operating com-
panies in order to verify the existence of
the legal reputational requisites, both
prior to contract stipulation and regularly
thereafter.
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Transaction monitoring, customer
profiling and documentation retention
activities are carried out using systems
developed in-house and customised
for the peculiar needs of the gaming
world. The Transaction Monitoring tool
enables us to monitor gaming opera-
tions for the purpose of identifying move-
ments to flag and, where necessary, initi-
ating the process of reporting the suspect
transaction to the authorities.

Training is indispensable in the in-
ternal control system and obligatory for
all employees (including new hires) and
collaborators, including point-of-sale
staff, to raise their awareness of ML/FT
risks and extend their basic knowledge of
anti-money laundering law, given that
they are already familiar with the internal
procedures and know how to recognise
and deal with potential suspect transac-
tions or activities.
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Data Ethics

Alongside the definition of the purposes
and procedures for the processing of per-
sonal data, Sisal has adopted a series of
Data Ethics principles in support of an
ethical decision-making process. In par-
ticular, Sisal prioritises and guarantees
respect for such values by applying the
following principles:

Accountability: Sisal has adopted
a governance model to monitor con-
trol activities, commitment and re-
sponsibilities and to strengthen the
ethics, conformity and sustaina-
bility of services, which are always
designed and implemented in com-
pliance with applicable regulatory
requirements, using a privacy by
design approach to guarantee per-
sonal data protection.

Ethics & Fairness: Sisal adopts
fair and equitable practices towards
customers, with the objective of min-
imising discrimination and treatment
that is penalising or biased.
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Privacy: Sisal processes cus-
tomers’ personal data in accordance
with privacy principles and legisla-
tion and guarantees data minimi-
sation, retention for limited periods,
use for specific and transparent pur-
poses and accessibility at any time.

Quality & Accuracy: Sisal aims at
a high level of data quality in terms
of accuracy, precision and updating
and adopts all the necessary meas-
ures to enable deletion or prompt
rectification.

Transparency: Sisal guarantees a
high level of transparency and clarity
regarding the procedures, types and
purposes of personal data collec-
tion and processing on channels,
products and services provided to
customers.

Responsible Data Sharing: Sisal
guarantees that technical and or-
ganisational measures are in place
to ensure legal compliance and also
protect personal data processed by
third parties acting in the name and
on behalf of Sisal.
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In line with its declared Data Ethics principles, Sisal has adopted a specific privacy protection
policy based on three main lines of action:

Eminence & Strategy

Privacy & Accountability

Responsible Data Sharing

Awareness and training:
special activities are
organised at least annually
to heighten the awareness
of employees and third
parties around data
protection issues, implement
a diffuse compliance model
and guarantee correct
management of business
processes in terms of
Privacy and Data Ethics.

Control framework:
continuous monitoring

by means of second
level controls on the
aforementioned general
Privacy & Data Ethics
principles (legality,
transparency, correctness,
data minimisation, limited
retention, data controller
accountability).

Transparency: drafting

of information notices and
public pages illustrating
Sisal Group’s commitment
and mission regarding
Privacy and Data Ethics and
effective management of
data subjects’ requests to
exercise their rights.

Cookie management e
cookie compliance: Sisal
has implemented a process
for monitoring compliance
with current law on cookies
by Sisal’s websites and
mobile app.
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Governance Model: Governance Model: Sisal
has adopted an internal governance model that
provides a comprehensive control structure
guaranteeing protection of personal data specific
to business activities and identifying the roles
and responsibilities of subjects involved in
guaranteeing that personal data are processed
in compliance with applicable laws (first and
foremost, EU Regulation 2016/679 (GDPR)),
thereby improving the company’s commitment
and awareness in this area. A Data Protection
Officer (DPO) has also been appointed to provide
consulting to the Data Controller, also in relation
to the assessment of impact on data protection,
and ensure that internal processes are aligned
with current personal data processing legislation.

Policy and procedures: to guarantee
compliance with the relevant provisions of
privacy law, Sisal has drawn up and regularly
updates its Privacy & Data Ethics policy and
procedures.

Processing Register: the process that updates
and monitors the processing register is managed
in such a way as to guarantee tracking of Sisal’s
activities involving the personal data processed.

Exercising of data subjects’ rights: Sisal has
defined a process for receiving and promptly
responding to data subjects’ requests to exercise
their rights.

Privacy by design and by default: Sisal uses a
checklist to assess privacy protection “by design”
and “by default” in the case of new initiatives,
services or products.

Data Protection Impact Analysis: Sisal has
adopted a risk analysis and impact assessment
methodology for types of processing that entail
a high level of risk for data subjects’ rights and
freedoms, in line with the methods adopted by
the company and with the definition of security
measures to reduce such risk.

Third-party contract
management: management
of third parties involved

in processing personal

data, including drafting and
negotiation of privacy clauses
in contracts and of data
protection agreements, as well
as verification of guarantees
provided by the third party.

Monitoring of third parties:
continuous monitoring of

third parties’ level of privacy
compliance by means of
periodical audits of selected
stakeholders that process
personal data for Sisal, thus
guaranteeing their observance
of privacy and security
requirements and therefore the
correct processing of personal
data along the entire chain.

Training: organisation and
management of regular training
for third parties. Training is
tailored for the processes they
manage on behalf of Sisal,

so ensuring they know about
the company processes and
procedures to follow and the
applicable legal requirements.
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Security

Sisal sees protection of its informa-
tion assets and management of ICT
and security risks (including cyber risks)
as objectives of prime importance to be
pursued on a continuous improvement
basis.

Cybersecurity is an enabling factor in
the pursuit of business objectives. Given
the increasing frequency of cyberattacks
in recent years, and with the aim of con-
tinuously strengthening protection sys-
tems and ensuring security in the context
of its customer services, we have defined
a cybersecurity strategy based on the
following principles:

guaranteeing central security gov-
ernance designed to preserve the
confidentiality, integrity and availa-
bility of the company’s information
assets;

promoting the development and on-
going evolution of security tech-
nology solutions to ensure Sisal
has a sustainable advantage in the
long-term and in line with its objec-
tives and values;
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favouring the construction of an ad-
equate organisational model for
managing information security in
line with growth objectives and pro-
moting development of the skills
needed to keep effective protection
systems in place;

guaranteeing compliance with ap-
plicable laws, regulations and
standards that impact information
security, as well as with specific con-
tractual agreements with various
stakeholders;

promoting innovation in the field
of security to guarantee constant
alignment with new technological
developments and use of new gen-
eration methods, processes and
solutions;

guaranteeing data security, resil-
ience and protection in the context
of services offered to consumers
and clients, thereby increasing their
reliability;
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spread a culture of information
security and sensitivity to cyber
risks in Sisal in order to raise the
level of awareness about the be-
haviours involved and guidelines to
follow to forestall threats;

promoting adoption of a risk-based
approach to choosing security
measures by means of a framework
built into the company’s overall risk
management model.

Sisal’s cybersecurity strategy covers the
following areas:

Security governance

Our cybersecurity strategy requires us to
keep abreast of state-of-the-art security
in our sector and aligned with changing
risk scenarios. The Chief Information Se-
curity Officer (CISO) provides strategic
vision and ensures ongoing improve-
ment of processes to mitigate the cyber-
security risks we face. For this reason,
the CISO and their organisation work in
synergy with Management, with the Busi-
ness Areas and Markets, HR, Internal
Auditing and Risk Management func-
tions, and with the Compliance area. The
main areas involved are:

Strengthening the organisational
structure of the Security function:
in line with the organisation’s growth
and the expansion of the business
into international markets, Sisal has
scaled up the Security function and
introduced new professional roles to
upgrade the management of our se-
curity capability.

Security certifications: Sisal imple-
mented and maintains an Informa-
tion Security Management System
that incorporates the guidelines set
out in the main industry standards
and regulations, including 1ISO27001
and WLA-SCS?*. To further improve

Working environment Innovation

Business Ethics Community Environmental impact

measures in place to guarantee the
resilience of our business, in 2022
we obtained 1SO22301 certification
of our operational continuity man-
agement system®. Sisal has also
obtained and maintains ISS SGAD
certification (Information Systems
Security - Sistema di Gioco di Abilita
a Distanza), the gaming platform
certification required by the Remote
Gaming Office of the Gaming Tax-
ation and Monopoly Central Office
(Sisal Entertainment S.p.A.). The
compliance of our management sys-
tems is verified by periodical audits
and checks by independent third
parties.

Security Framework: to define se-
curity requisites, adapt them for spe-
cific processes and verify their effec-
tiveness, Sisal has developed and
maintains a framework of policy, pro-
cedures and guidelines that it keeps
constantly updated. The framework
has first, second and third level con-
trols and indicators for continuous
monitoring.

IT & Cyber Risk management:
risk assessment plays a major role
in defining objectives and guidance
for protection measures. To this end,
Sisal has defined an ICT and Cyber
Risk management model that in-
volves assessment and monitoring
of the organisation’s exposure to
such risks and identification and
implementation of risk mitigation
measures.

3 Certification issued by the World Lottery Association in compliance with specific gaming sector and international lottery
standards. The perimeter includes Sisal Lottery Italia S.p.A, Sisal Loterie Maroc and Sisal Sans.

% The 1SO27001 certification perimeter includes Sisal Lottery Italia S.p.A., Sisal Loterie Maroc and Sisal Sans. The
1SO22301 certification perimeter includes Sisal Lottery ltalia S.p.A. and Sisal Entertainment S.p.A.
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Cybersecurity culture

Ensuring that people across the entire
organisation are adequately informed on
cyber risks and ways to reduce them is of
vital importance for the company’s busi-
ness objectives and is achieved through:

Security Awareness: Sisal regu-
larly organises awareness sessions
on various communication channels
and tests their efficacy by simulating
attack scenarios to verify the organi-
sation’s capacity to react effectively.

Security Training: Training is pro-
vided at all levels in the organisation,
including contractors, and tailored to
specific roles. In 2022, training ses-
sions were held on secure source
code development for teams en-
gaged in the software development
life cycle: this helps avoid the occur-
rence of vulnerabilities in customer
applications and services.

Security enforcement

Technological developments, digitisation
of services, adoption of cloud services
and the evolution of cyberattack sce-
narios are some of the phenomena that
Sisal sees as drivers to strengthen its se-
curity posture. In 2022, initiatives were
completed in the following areas:

Prevention: Sisal has invested in
the upgrading of its security capa-
bility by implementing new genera-
tion technological solutions. Priori-
ties here were upgrading the access
control system and identity manage-
ment procedures, including those
with privileged access, and protec-
tion measures for the devices em-
ployed by users to carry out their
tasks. Other prevention initiatives
included improvements to data pro-
tection measures using encryp-
tion and anonymisation techniques
and upgrading vulnerability man-
agement technologies by adopting
a risk-based approach. Security
testing activities are also carried out
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continuously, both linked to software
development cycles and performed
at random on critical systems, and
periodical internal and external au-
dits are conducted at least annually.
Lastly, Cyber Threat Intelligence
practices were further improved to
prevent, as far as possible, cyber-
attacks or events capable of nega-
tively affecting the Sisal brand.

Detection & Response: invest-
ments in security technologies
were also made to boost effective-
ness in the security event and in-
cident identification and response
phases, strengthening both proac-
tive and reactive protection meas-
ures, and there was a constant
focus on gaming services. Moni-
toring and alarm functions signal-
ling anomalous events or behav-
iours were extended to enhance the
capacity to promptly identify cyber-
attack or fraud attempts. Certain se-
curity technology functions already
in place were extended to expand
the monitoring perimeter and up-
grade our security event detection
capability.

Resilience: various test activities
are carried out periodically to en-
sure that the operational continuity
management system can effectively
handle the main unavailability sce-
narios, also through penetration
tests conducted with support from
third parties.
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Responsible
supply chain
management

For sustainability to be pursued in the
medium-long term, challenges must be
shared by everyone in the Sisal commu-
nity, from suppliers to points of sale. We
are therefore committed to promoting over
our sustainability strategy along the
entire chain.

1,700

Our suppliers suppliers

Our growth and consolidation as a com-
pany were made possible by building a
network of strategic partnerships with
numerous suppliers, carefully selected
because they have the best specialist
skills available on the market and are
aligned with our values and objectives:
legality, business ethics, loyalty, fair-
ness, transparency and meritocracy.
We have more than 1,700 suppliers®’.

37 The number of suppliers includes those in the Italian perimeter and its foreign subsidiaries.
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Types of supplies
Gaming Terminals, Gaming Materials, Logistics and Transport

Services, HW Installation and Maintenance, Call Centre
Services, Media, Events, Marketing, Creativity and Market Research, Voice

Communication and Data Transmission Services, Hardware and Software,
Gaming Platform, Consulting and Professional Services, Refurbishment
Contractors, Personal and Building/Point-of-Sale Services, Food & Beverage,
Sisal Television, Data Centre Services.

Our international development in recent
years has led to the internationalisation
of procurement procedures in order to
obtain better contractual conditions for
our foreign sites. To ensure consolida-
tion and the continuous improvement of
our procedures, our foreign procurement
teams are constantly backed up by our
central Procurement function, which
supervises and supports the purchasing
of products and services.

As happens for the ltalian market, the
International Procurement function
oversees all negotiating activities with
the supply chain for each of our for-
eign branches. These activities include
scouting for new suppliers, sourcing
(preparation of tender documentation,
assessment of offers, and selection and
contracting of suppliers), and uploading
contracts to the procurement platform.

Assessment and
qualification process

Under our Quality Management
System, we apply a stringent assess-
ment and qualification process to sup-
pliers that requires them to stay aligned
with the requirements of new legisla-
tion in the gaming industry and with our
stakeholders’ expectations.

All our suppliers are required by con-
tract to comply with the rules and princi-
ples set out in the Code of Ethics and
Conduct, including the obligation to
operate in line with our ethical stand-
ards regarding employees’ rights, en-
vironmental protection and workplace
health and safety. We have introduced
control systems for the prevention of
corruption according to standard UNI
ISO 37001:2016. Our procurement pro-
cesses also take account of the charac-
teristics that services, facilities and tools
must have in order to ensure full acces-
sibility, usability or adoption by everyone,
in line with our commitment to the inclu-
sion of people with disabilities®.

Suppliers are assessed on the basis of
their compliance with the provisions of
contracts and orders, as well as by mon-
itoring variance between the service
levels agreed and those actually deliv-
ered and other factors such as delivery
times, quality, costs and other contract
specifications. These controls are used
for global supplier analysis and a twice-
yearly updating of the Vendor Rating
Index (VRI), which records suppliers’
overall performance and flags areas for
improvement.

38 For more details, see our human rights and non-discrimination policy.
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